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(54) DIGITAL DATA RECORDING DEVICEDIGITAL DATA REPRODUCING 
DEVICEAND CHECK CODE GENERATING METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a digital data recording/reproducing device 
which can easily detect whether digital data recording in a medium is changed or not. 
SOLUTION: Video inputted from a camera 2 is converted to digital video data by a 
video decoder 3and compressed to JPEG data by a JPEG compression/expansion 
means 4. Data is sampled from the JPEG data by a check code adding analyzer 
12sampling data of 10 items are obtainedfurthera check code is generated by 
operating this sampling dataand added in the header of the JPEG data. The JPEG 
data with a check code thus generated is recorded in a recording medium 7. After 
thateven if recorded video data are altered by some oneit can be detected whether 
data is altered or not with high accuracy at the time of reproduction. 



CLAIMS 



[Claim(s)] 

[Claim 1]A digital data recording device which records digital data on a recording 
mediumcomprising: 

A data compression means which compresses digital data. 

An extraction means to extract some data from compressed digital data based on the 
1 st code function. 



A creating means which generates a check code based on the 2nd code function by 
making extracted data into a variable. 

An addition means which adds said check code to a prescribed position of said 
compressed digital data. 

[Claim 2]The digital data recording device according to claim 1 wherein said 2nd code 
function makes a variable a password which made a sampling number a variable. 
[Claim 3]The digital data recording device according to claim 1 or 2 having had a 
JPEG compression means for said digital data to have been digital image dataand to 
compress this digital image dataand adding said check code in a header of JPEG 
compression data. 

[Claim 4]Digital data playback equipment which reproduces digital data compressed 
and recorded on a recording mediumcomprising: 

The 1st extraction means that extracts some data from compression digital data 
based on the 1st code function. 

A creating means which generates the 1 st check code based on the 2nd code 
function by making into a variable data extracted by said 1st extraction means. 
The 2nd extraction means that extracts the 2nd check code added to compression 
digital data. 

A comparison means to compare said 1st check code with said 2nd check code. 
An extension means which elongates said compression digital data. 

[Claim 5]Digital data playback equipment which reproduces digital data compressed 
and recorded on a recording mediumcomprising: 

The 1st extraction means that extracts some data from compression digital data 
based on the 1st code function. 

The 2nd extraction means that extracts a check code added to compression digital 
data. 

A calculating means which calculates data extracted by said 1st extraction meansand 

said check code based on the 3rd code function. 

An extension means which elongates said compression digital data. 

[Claim 6]The digital data playback equipment according to claim 4 or 5 having had a 
JPEG extension means which said digital data is digital image dataand elongates 
compressed digital image dataand extracting said check code from a header of JPEG 
compression data. 

[Claim 7]It is a generation method of a check code used for digital data playback 
equipment of either a digital data recording device of either claim 1 thru/or claim 3 or 
claim 4 thru/or claim 6A check code generation method extracting two or more 
sampling data out of compressed digital dataand generating a check code by making a 
password which made a variable said extracted sampling data and its sampling number 



into a variable. 

[Claim 8]The check code generation method according to claim 7wherein a password 
which made said sampling number a variable is generated based on a code function. 
[Claim 9]The check code generation method according to claim 7wherein said check 
code is generated by arithmetic addition function which makes extracted sampling 
data and said password a variable. 

[Claim 10]The check code generation method according to claim 7wherein said check 
code is generated by addition on the Galois field which makes extracted sampling data 
and said password a variable. 

[Claim 11]The check code generation method according to claim 7wherein said check 
code is generated by EXCLUSIVE OR operation which makes extracted sampling data 
and said password a variable. 

[Claim 12]The check code generation method according to any one of claims 7 to 
1 1 wherein said sampling data are extracted based on a code function out of 
compressed digital data. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the generation method of the check 
code for detecting change of the digital image of the digital data record / playback 
equipment which records the compressed digital data on a recording mediumor is 
reproduced from a recording mediumand digital data record / playback equipment. 
[0002] 

[Description of the Prior Artj Drawing 8 is a block diagram showing the composition of 
the conventional digital image recording and reproducing device. The video camera by 
which 1 was connected to the digital image recording and reproducing deviceand 2 
was connected to the digital image recording and reproducing device 1The video 
decoder from which 3 changes the analog video signal from the video camera 2 into a 
digital video dataCPU by which 4 performs a JPEG compression extension means and 
5 controls this digital image recording and reproducing device 1The buffer memory 
used for temporary storing etc. of the JPEG data which 51 was connected to the 
data bus of CPU5and 6 was connected to the data bus 51 and was compressed by the 
JrhoEG compression extension means 4archive mediasuch as etaDD for 7 to save 
JPEG dataand 9 — the digital video data (Y.) of 4:2:2 profiles CRthe video encoder 
from which the data volume of CB changes the digital video data of 4:2:2 into an 
NTSC analog signaland 1 1 are the monitor TVs connected to the digital image 
recording and reproducing device 1. 

[0003]The operation which records next the digital data compressed with this digital 



image recording and reproducing device on a recording mediumor is reproduced from 
a recording medium is explained. 

[0004] Drawing 9 is a flow chart which shows the flow of signal processing at the time 
of record. In processing step ST20the analog video signal photoed with the video 
camera 2 is inputted into the digital image recording and reproducing device land is 
changed into the digital video data of 4:2:2 by the video decoder 3. It is compressed 
into JPEG data by the JPEG compression extension means 4 in the following 
processing step ST21. In processing step ST22JPEG data is once stored in the buffer 
memory 6 through the data bus 51 and the header which contained the time date code 
etc. in the buffer memory 6 is added to JPEG data. Furthermore in processing step 
ST23the JrhoEG data in which the header was added is recorded on the archive 
medium 7 through the data bus 51. 

[0005] Drawing 10 is a flow chart which shows the flow of signal processing at the 
time of reproductionand the JPEG data recorded on the archive medium 7 is once 
stored in the buffer memory 6 by control of CPUS in processing step ST30. Nextin 
processing step ST31 header information is extracted and this generates the data of a 
time stampetc. In processing step ST32JPEG data is sent to the JPEG compression 
extension means 4 through the data bus 51 and is elongated by 4:2:2 digital video 
datas. Finallyin processing step ST33the elongated 4:2:2 digital video datas are 
changed into an NTSC analog signal with the video encoder 9and a reproduced image 
is displayed with the monitor TV 10. 
[0006] 

[Problem(s) to be Solved by the Invention]The above-mentioned digital image 
recording and reproducing devices 1 are means of transportationsuch as a railroad 
and an airportand financial institutionssuch as a bankas a possible digital time lapse 
recorder of intermittent recordingor are widely used for scientific research usessuch 
as a chemical experiment and observation of animals and plants. In order to analyze 
the recorded picture image data therethe device provided with the SCSI interface 
which outputs outside the data by which JPEG compression was carried out on the 
occasion of recordor the RS232C terminal is usedCompressed data can be sent to a 
personal computer etc. and it can change into the usual image data by carrying out 
JPEG extension with this personal computer. Thereforethe recorded picture image 
data can correct adjustment and edge enhancement of contrastpartial expansionetc. 
using the image-processing software of a computeretc.and after thatJPEG 
compression is carried out again and it can also be saved. 

[0007]Howeverwhen the corrected picture image data was recorded on the same 
digital image recording and reproducing device Ithere was a possibility that which 
might not understand anymore whether it is data after which correcting by the original 
record data. 

[0008]Since it was possible for a third party with bad faith to process the original 
record data in a similar wayor to change for other datait was not able to detect easily 



that a part of such image data was changed. Even if whether you are whom changes 
the picture image data which can serve as proof recorded by the above-mentioned 
digital image recording and reproducing device 1such as a crimeor a partial 
additiondeletionetc. are performed to the picture image data used as a criminal 
proofthislt means that change of data is undetectable from the data itself. For this 
reasonabout the weight of the evidence of the digital video datait was not considered 
that it was sufficient for proving a crime etc. 

[0009]In order to check whether they are original datathere is a method adapting 
encoding technology. Howeverwhen it is going to apply such a method to dynamic 
image datathere is a problem which huge and complicated calculation is needed and 
becomes what has high cost. Adding to picture image data by using as check data 
checksum (Checksum) used as the simple check method in order to inspect existence 
of an error is also considered. Howeversince it will be decoded easily and also the 
amount of data processing of add [ in the case of dynamic image data / a checksum ] 
increasedthe check data added by addition also had the problem that it was 
necessary to provide hardware for exclusive use. 

[0010]It is for this invention solving the above problemsand aims at providing the 

digital data record / playback equipment which can detect easily whether it is that by 

which the digital data currently recorded on the medium was changed. 

[001 1]It can be detected easily whether the image data currently recorded on the 

recording medium is changedand the check code generation method with which a 

decipherment is moreover hard to be carried out is provided. 

[0012] 

[Means for Solving the ProblemjA digital data recording device concerning claim 1In a 
digital data recording device which records digital data on a recording mediumA data 
compression means which compresses digital dataand an extraction means to extract 
some data from compressed digital data based on the 1 st code functionlt has a 
creating means which generates a check code based on the 2nd code function by 
making extracted data into a variableand an addition means added to a prescribed 
position of digital data which had a check code compressed. 
[0013]In a digital data recording device concerning claim 2the 2nd code function 
makes a variable a password which made a sampling number a variable. 
[0014]Digital data is digital image dataand a digital data recording device concerning 
claim 3 is provided with a JPEG compression means to compress this digital image 
dataand adds a check code in a header of JPEG compression data. 
[0015]Digital data playback equipment concerning claim 4In digital data playback 
equipment which reproduces digital data compressed and recorded on a recording 
mediumThe 1st extraction means that extracts some data from compression digital 
data based on the 1st code functionA creating means which generates the 1st check 
code based on the 2nd code function by making into a variable data extracted by the 
1st extraction meanslt has a comparison means to compare an extraction means with 



the 2nd check code and 2nd check code that extracts the 2nd check code added to 
compression digital dataand an extension means which elongates compression digital 
data. [ 1 st ] 

[0016]Digital data playback equipment concerning claim 5In digital data playback 
equipment which reproduces digital data compressed and recorded on a recording 
mediumThe 1st extraction means that extracts some data from compression digital 
data based on the 1st code functionlt has a calculating means which calculates data 
extracted by the 2nd extraction means that extracts a check code added to 
compression digital dataand the 1st extraction meansand a check code based on the 
3rd code functionand an extension means which elongates compression digital data. 
[0017]Digital data is digital image dataand digital data playback equipment concerning 
claim 6 is provided with a JPEG extension means which elongates compressed digital 
image dataand extracts a check code from a header of JPEG compression data. 
[001 8]A check code generation method concerning claim 7 A digital data recording 
deviceOr it is a generation method of a check code used for digital data playback 
equipmentA check code is generated by making a password which extracted two or 
more sampling data out of compressed digital dataand made a variable extracted 
sampling data and its sampling number into a variable. 

[0019]In a check code generation method concerning claim 8a password which made 

a sampling number a variable is generated based on a code function. 

[0020]A check code is generated in a check code generation method concerning claim 

9 by arithmetic addition function which makes extracted sampling data and a 
password a variable. 

[0021]A check code is generated in a check code generation method concerning claim 

10 by addition on the Galois field which makes extracted sampling data and a 
password a variable. 

[0022]A check code is generated in a check code generation method concerning claim 

1 1 by EXCLUSIVE OR operation which makes extracted sampling data and a 
password a variable. 

[0023]In a check code generation method concerning claim 12sampling data are 

extracted based on a code function out of compressed digital data. 

[0024] 

[Embodiment of the InventionjEmbodiment 1. drawing 1 is a block diagram showing the 
composition of the digital image recording and reproducing device in this embodiment 
of the invention 1. The same numerals are attached to the drawing ( drawing 8 ) in 
which a conventional example correspondsand the corresponding portion. 
[0025]The video camera by which 1 was connected to the digital image recording and 
reproducing deviceand 2 was connected to the digital image recording and 
reproducing device 1 in the figureThe video decoder from which 3 changes the analog 
video signal from the video camera 2 into the digital video data of 4:2:2 profiles4 
receives a JPEG compression extension means! 2 receives JPEG compression 



dataand a peculiar check code is addedThe check code addition analyzer to 
analyzeCPU by which 5 controls this digital image recording and reproducing device 
1The buffer memory used for temporary storing etc. of the JPEG data which 51 was 
connected to the data bus of CPUSand 6 was connected to the data bus 51 and was 
compressed by the JPEG compression extension means 4Archive mediasuch as HDD 
for 7 to save JPEG datathe video encoder from which 9 changes the digital video 
data of 4:2:2 profiles into an NTSC analog signaland 10 are the monitor TVs 
connected to the digital image recording and reproducing device 1. 
[0026] Drawing 2 is a flow chart which shows the flow of signal processing at the time 
of recordand processing step STs 20-23 correspond to each processing of drawing 9 . 
The analog video signal photoed with the video camera 2 in processing step ST20 is 
inputted into the digital image recording and reproducing device land is changed into 
the digital video data of 4:2:2 by the video decoder 3. Nextit is compressed into JPEG 
data by the JPEG compression extension means 4 in processing step ST21. A 
predetermined check code is generated by the operation according [ the JPEG data 
sampled in processing step ST40 / on processing step ST41 and ] to the check code 
addition analyzer 12. This check code is once stored in the buffer memory 6 through 
the data bus 51 with the JPEG data compressed by processing step ST21. 
[0027]Nextthe generation method of the check code in processing step ST41 is 
described. Firstin processing step ST40as 1 byte each of sampling dataten points (n= 
0-9) are chosenfor exampleand 1 byte each of sampling data S (n) are extracted 
based on the 1st code function (Dfor examplethe following formulasout of JPEG data 
D(i). 
[0028] 

S(n) =D (axn+b) — (1) 

Howevera sampling numberaand b of n are constants. 

[0029]In processing step ST41 based on the code function (F (*): the code function of 
two) shown in a following formula (2)it calculates by making these sampling-data S (0) 
- S (9) into a variableand the check code C (n) is generated. 
[0030] 

C (n) =F (S (n)X (n)) — (2) 

X (n) is a code function for determining password arrangement. 

[0031]It is for the others making the rule of a check code be hard to be analyzedas 

for this operation of F (*)If the code function X (n) which determines not only code 

function F (*) but this password arrangement made secretand the above-mentioned 

constants a and b are made secretthe analysis of check code C (n) will become very 

difficult. 

[0032] Drawing 4 is a figure showing the generation method of a check code typically. 
In a figurethe JrhoEG data in which 610 was compressedthe header data in which 620 
contained the time date code of the headetc.and 621 are the check codes added in 
the header. 



[0033]If the check code C (n) of a formula (2) is rewritten when the secret function F 
(*) is set to X(n) =n which determines arithmetic addition and password arrangement 
as an example of the check code generatedit will become the following formula (3) and 
the arrangement of a check code will become like drawing 5 . 
[0034] 

C(n) =S (n) +n — (3) 

Howevern is 0-9 in a sampling number. 

[0035]By processing step ST42the header data 620 having contained this check code 
621a time date codeetc. are generatedand it adds to the above-mentioned JrhoEG 
data 610 by processing step ST22. These header data 620 comprise a form based on 
a JPEG standard. In processing step ST23the JPEG data 610 in which these header 
data 620 were added is recorded on the archive medium 7 through the data bus 51. 
[0036]Nextthe operation at the time of reproduction is explained. Drawing 3 is a flow 
chart which shows the flow of signal processing at the time of reproductionand 
processing step STs 30-33 correspond to each processing of drawing 10 . 
[0037]The JPEG data currently recorded on the archive medium 7 in processing step 
ST30 is once stored in the buffer memory 6 by control of CPUS. Header information 
is extracted from the JPEG data stored in this buffer memory 6 by processing step 
ST31and a check code is further extracted from a header by processing step ST43. 
[0038]In parallel to processing step STs 31 and 43a check code is generated by the 
same method as the time of record from the JPEG data stored in the buffer memory 
6 in processing step ST40. That isit asks for the same sampling data S (n) often 
points (n= 0-9) as the time of record out of JPEG data D(i) by the above-mentioned 
formula (1). In processing step ST41the operation shown in the above-mentioned 
formula (3) at the sampling data S (n) often points is performedand the check code C 
(n) is generated. Although the operation of this processing step ST41 is the same 
processing as the operation for asking for the check code performed at the time of 
record and it becomes the same thing as the check code usually extracted by 
processing step ST43When change of data is performed after recordit asks as a 
different check code. 

[0039]Thenin processing step ST45the check code extracted by processing step 
ST43 is compared with the check code computed by processing step ST41. When two 
check codes differ mutuallysince change of data is performed after recordit orders so 
that an alarm display may be taken out to the monitor TV 10 by processing step ST46. 
Once the reproduced picture image data is stored in the archive medium 7 by thisthe 
warning of a purport which was able to add change depending on whether you are 
whom is made. 

[0040]In processing step ST32JPEG data is sent to the JPEG compression extension 
means 4 through the data bus 51 and is again elongated by the digital video data. In 
processing step ST33with the video encoder 9this elongated digital video data is 
changed into an NTSC analog signaland displays a reproduced image on the monitor 



TV 10. The warning ordered by processing step ST46 is displayed in piles on the 
reproduced image at this timeand specifies that it is the altered data. In this waythe 
picture image data under reproduction can show clearly that it is altered by whether 
you are whom. 

[0041 ]As mentioned abovesince some compressed JPEG data is sampleda check 
code is generated and it was made to store in the archive medium 7 with a digital 
video datalt is easily detectable whether it is that by which the digital data currently 
recorded by the throughput of very little data was changed. 

[0042]Nextthe picture image data in which it was recorded whether you are whom is 
once changed into the usual image data by carrying out JPEG extensionAfter 
changing a part of image data using the image-processing software of a computeretc. 
after thata case so that JPEG compression may be carried out again and it may 
change for the original record data is considered. Even if the range which changed 
picture image data is only the field where some picture image data was restrictedln 
JPEG data after being compressed by the DCT encoding performed in process of 
JPEG compression processingor Huffman encodingit will spread throughout the JPEG 
data after the influence of the original picture image data twisted to change in part 
compressing. For this reasoneven if it only uses few about ten sample takeoff 
pointschange of picture image data is certainly detectable. 

[0043]It is also next to impossible to make it not know that the check code was newly 
attached and changed to the changed picture image data. Becausethe arithmetic 
method of the sampling rule from picture image data or a check code shown by the 
formula (1) and the formula (2) is a thing based on a code functionUnless all code 
functions including the code function for determining password arrangement are 
knownit is because it is very difficult for a third party to analyze the check code itself. 
Thereforealso when the digital image recording and reproducing device of this 
Embodiment 1 heightens the weight of the evidence of picture image datait is 
effective. 

[0044]As stated abovethe generation method of the check code for detecting change 
of the digital image in the digital data recording and reproducing device of 
Embodiment 1 has high reliability also to the analysis by very high ability to detect 
and a third party with bad faiththough it is a simple method. For this reasonwhen a 
crime etc. occurthe picture image data recorded with the digital data recording device 
of this embodiment has high weight of the evidence. 

[0045]A check code is storing in the intact reserved area of the header data which 
carried out JPEG compressionand it is possible to reproduceeven if it is a digital data 
recording and reproducing device without the function to add and analyze the usual 
check code. 

[0046]This may be other functions although the usual arithmetic addition as shown in 
a formula (2) was used in the embodiment 2. embodiment 1 as code function [ at the 
time of generating the check code C ] F (*). For examplea check code is also 



generable using the addition operation of the Galois field (finite field)etc. 
[0047]Since the usual arithmetic addition is performed [ Embodiment 1 ] to 8-bit 
datawhen beam going up occurs in an added resultby 8-bit dataomission of a beam 
[ **** an d others ] going-up portion is performed for the result of an operation. For 
this reasonalthough the same check code will be generated to different sampling 
dataif it does sochange of picture image data may be overlooked. Thenby using the 
addition on the Galois field instead of usual arithmetic addition like a formula (2) as 
code function F (*)if sampling data differa certainly different check code will be 
generated. By thisa possibility of overlooking change of picture image data can be 
made small. 

[0048]In the embodiment 3. embodiment 1when generating the check code C (n)the 
usual arithmetic addition was used as code function F (*) as shown in a formula (2)but 
this may be other functionsfor examplemay use EXCLUSIVE OR operation. As shown 
in drawing 6 EXCLUSIVE OR operation is performed between header data (higher 
rank)the password arrangement X (10) and header data (low rank)the password 
arrangement X (1 1 )sampling-data S (0)the password arrangement X (0)etc. According 
to such an operationlike Embodiment 2if sampling data differa certainly different 
check code is generable. 

[0049]This method has an effect which can generate a check code more easily than 
the method of using addition of the Galois field used by Embodiment 2. 
[0050]As shown in drawing 6 apart from header datathe version information of a code 
function can be added to a check codeand the code function for determining the 
sampling rule from picture image datathe arithmetic method of a check codeand 
password arrangement according to this version information can also be changed. 
Hereversion information is information which specifies two or more versions 
(Ver.1.0Ver.2.0 grade) which memorize a code function differentrespectivelyand the 
version information of the code function used for every device or every recording 
periods is added to a check code. 

[0051]Even when carrying out like this and the code function of a certain version is 
known by the third party with bad faiththe reliability of the check code generated with 
the code function of the other version can be maintainedand it is effective in the 
ability to prevent change of image data. 

[0052]The header 620 shown in drawing 4 is divided into the portion (upper portion) 
before the check code 621 in which it is insertedfor exampleand a back portion 
(bottom parOthe header of an upper portion is addedit is considered as the header 
data of a higher rankthe header of a bottom part is addedand it is considered as low- 
ranking header data. The header data of these higher ranks and a low rank and 
EXCLUSIVE OR operation of the password arrangement X (10) and X (1 1) are 
performedand it adds to the check code generated from sampling data. By using such 
a check codealso when the header information itself is changedit can be detected. 
Since information with date informationa camera number besides information required 



for extension of JPEG dataetc. important for a header part is recordeda still more 
reliable device can be obtained by forming the detection means of change of such a 
header part. 

[0053]In the embodiment 4 embodiments 1~3as shown in a formula (2) as secret 
function F (*)computed one check code using one sampling data and one passwordbut. 
As shown in the following formulas (4)one check code may be computed using two or 
more sampling data and two or more passwords. 
[0054] 

C (n) =F (S (n)S (n+1)X (n)X (n+D) — (4) 

In this caseanalysis of the check code by a third party with bad faith is made much 
more difficultand it is effective in raising the reliability of a check code. 
[0055]Although the constants a and b beforehand decided by the linear expression 
showing in a formula (1) were used in the embodiment 5. embodiment lit may be made 
to change the constants a and b according to data volume so that several n of a 
sample takeoff point may not changeeven if the data volume of JPEG data changes. 
[0056]For exampleif N is determined like a total data numbera=N/1 6and b=2ait will be 
S(n) =D (N+2) (n/16). — (5) 

Ten points can be sampled from the 3rd data of a next door and the data divided into 
16. Since the number of sample takeoff points will not change if it carries out like 
thiseven when JPEG data is smallit is effective in the accuracy of change detection 
not becoming low. Since a sample takeoff point can be easily changed with the data 
volume of JPEG dataanalysis of the check code by a third party with bad faith is 
made much more difficultand it is effective in raising the reliability of a check code. 
[0057]Although the linear expression showing in a formula (1) was used as a method 
of sampling the sampling data S (n) in the embodiment 6. embodiment lit may sample 
by other methods. For exampleother functionssuch as logarithm and trigonometric 
functionsare the example. A sampling position may be changed using the method of 
sampling using a random numberand a secret password. In this caseanalysis of the 
check code by a third party with bad faith is made much more difficultand it is 
effective in raising the reliability of a check code. 

[0058]Embodiment 7. drawing 7 is a flow chart which shows the flow of signal 
processing at the time of the reproduction in this embodiment of the invention 7and 
processing step STs 30-33 correspond to each processing of drawing 10 . 
[0059]The JPEG data currently recorded on the archive medium 7 in processing step 
ST30 is once stored in the buffer memory 6 by control of CPUS. Header information 
is extracted from the JPEG data stored in this buffer memory 6 by processing step 
ST31and a check code is further extracted from a header by processing step ST43. 
[0060]In parallel to processing step STs 31 and 43it asks for the sampling data S (n) 
by a formula (1) from the JPEG data stored in this buffer memory 6 by processing 
step ST40. In processing step ST47these sampling-data S (n) and the check code 
extracted by processing step ST43 calculate directlyand the check of being the 



changed data is performed. 

[0061 ]the case where the check code at the time of record is generated by the 
formula (3) as an operation in processing step ST47for example — V(n) =S(n)-C(n)+n 
— (6) 

** — if the operation [ like ] is set upthe existence of change can be judged by 
whether it is result-of-an-operation V(n) =0 in processing step ST48. 
[0062]Thereforeif it is V(n) !=0 in processing step ST48it will become possible to tell 
ordering so that an alarm display may be taken out to the monitor TV 10 by 
processing step ST46and being changed by whether you are whom. 
[0063]In the above-mentioned Embodiments Walthough each uses JPEG 
compression as a compression method of image dataMrhoepsilonGI MPEG 
2MPEG4H.261etc. are effective similarly to the picture image data based on other 
compression methods. 

[0064]It can apply also to the usual continuous recording device in addition to the 
digital time lapse recorder which performs intermittent recording as a recorderand the 
same effect is done so. 

[0065]Although the above-mentioned Embodiments 1-7 explained record of image 
datathe same effect is done so even if it carries out record reproduction of the data 
of other kinds of voice data etc.for example. 

[0066]Although the circuit for exclusive use is established in the addition analyzer 12 
of the check code in the above-mentioned Embodiments 1-7since these processings 
can be performed very simpleit is also possible to simplify hardware by CPUSas it 
performs by software. 
[0067] 

[Effect of the Invention]Since this invention is constituted as explained aboveit does 
an effect as taken below so. 

[0068]According to the digital data recording device indicated to claim lit is easily 
detectable whether it is that by which the digital data currently recorded on the 
medium was changed. 

[0069]In the device of claim 2since the password which made the sampling number 
the variable is made into a variablewhen the analysis of a check code becomes very 
difficult and heightens the weight of the evidence of picture image datait is effective. 
[ of the 2nd code function ] 

[0070]Since it had a JPEG compression means to compress this digital image data 
and the check code was added in the header of JPEG compression data in the device 
of claim 3 when digital data was digital image dataChange of a digital image can be 
detected by a simple methodand change of a third party with bad faith can be 
prevented with high reliability. 

[0071]According to the digital data playback equipment indicated to claim 4it is easily 
detectable whether it is that by which the digital data currently reproduced was 
changed. 



[0072]According to the digital data playback equipment indicated to claim Sit is easily 
detectable whether it is that by which the digital data currently reproduced only by 
the easy operation was changed. 

[0073]Since it had the JPEG extension means which elongates the compressed digital 
image data and the check code was extracted from the header of JPEG compression 
data in the device of claim 6 when digital data was digital image dataChange of a 
digital image can be detected by a simple methodand change of a third party with bad 
faith can be prevented with high reliability. 

[0074]According to the generation method of the check code indicated to claim 7it 
can be detected easily whether the image data currently recorded on the recording 
medium is changedand the check code a decipherment is moreover hard to be made 
can be generated. 

[0075]Since it is generated based on the code functionthe analysis of a check code 
has itwhen the password which made the sampling number the variable in the method 
of claim 8 becomes very difficult and heightens the weight of the evidence of picture 
image data. [ effective ] 

[0076]In the method of claim 9since the check code is generated by the arithmetic 
addition function which makes the extracted sampling data and a password a 
variablechange of picture image data can detect certainly only by using few sample 
takeoff points. 

[0077]Since the check code is generated in the method of claim 10 by the addition on 
the Galois field which makes the extracted sampling data and a password a variablelf 
sampling data differa certainly different check code will be generatedand a possibility 
of overlooking change of picture image data can be made small. 

[0078]In the method of claim 1 1 since the check code is generated by the EXCLUSIVE 
OR operation which makes the extracted sampling data and a password a variablea 
check code is easily generable. 

[0079]In the method of claim 12since sampling data are extracted based on the code 
function out of the compressed digital datathe check code a decipherment is hard to 
be made is generable. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the composition of the digital image 
recording and reproducing device concerning this embodiment of the invention 1. 
[Drawing 2] It is a flow chart which shows the recording operation concerning this 
embodiment of the invention 1. 

[Drawing 3] It is a flow chart which shows the reproduction motion concerning this 
embodiment of the invention 1. 



[Drawing 4] It is a figure showing typically generation of the check code concerning 
this embodiment of the invention 1. 

[Drawing 5] It is a figure showing the check code concerning this embodiment of the 
invention 1. 

[Drawing 6] It is a figure showing the check code concerning this embodiment of the 
invention 3. 

[Drawing 7] It is a flow chart which shows the reproduction motion concerning this 
embodiment of the invention 7. 

[Drawing 8] It is a block diagram showing the composition of the conventional digital 
image recording and reproducing device. 

[Drawing 9] It is a flow chart which shows the recording operation of the conventional 
digital image recording and reproducing device. 

[Drawing 10] lt is a flow chart which shows the reproduction motion of the 
conventional digital image recording and reproducing device. 
[Description of Notations] 

1 A digital image recording and reproducing device and 2 A video camera and 3 Video 
decoder4 A JPEG compression extension means5 CPUand 6 A buffer memory7 
archive media8 communication interfacesnine video encodersten monitor TVsand 12 
A check code addition analyzer and 51 Data bus. 



